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adolescent-mental-health

More adolescents than ever are struggling with their mental health. While not a shock, this reality comes with
concerns: How do we help adolescents? How do we fix mental health issues? Where do we target adolescents
who need the help? The Boston
Herald’s Kathleen McKiernan

e —— - investigates the answers that we as a
Boston's Safe and Supportive Schools Commission’s

| panel Is drafting proposed steps to improve access to

Imllawaral Ilea th serwces and increase teacher training

community so desperately need in
Special Report: Schools face surge in
suicide attempts.

Bay State in Boston, MA is on the
forefront of creating systemic mental
fll health solutions for adolescents and
schools with their Safe and Supportive

Schools Commission (http:/
www.doe.mass.edu/ssce/safety.html?section=commission). The commission is composed of a 19-member

panel of education and mental health leaders — who are drafting “proposed steps for schools to take to improve
access to behavioral health services and increase teacher training,” wrote McKiernan.

The commission was set up in response to the Sandy Hook Elementary School shooting, as well as the rise in
adolescents struggling with suicidal thoughts. According to the 2015 Youth Risk Behavior Study, 14.9% of
Massachusetts students said they had suicidal thoughts; another 11.9% of had made a plan to take their lives.

According to the most recent public health data in Massachusetts, the problem is “more dire” for female
students:

o 8.2% of female students attempted suicide over the past year (compared to 5.4% of male students)
e 14% of female students made plans for suicide over the past year (compared to 9.8% of males)

These Massachusetts statistics reflect a national issue. Dr. Melissa Pearrow, director of school psychology at
the University of Massachusetts Boston, estimates that risk factors for young people today are “10 times worse”
than before.

Bucking the status quo

Yet many schools remain unprepared to help students with their depression and anxiety; compounding the
problem is a lack of school psychologists. The recommended ratio of psychologist to students is 1:500-700 —

which most schools fall short of because of school budgets, said school psychologist Angela Cristiani.
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Learning from Boston Commission’s ‘First of Its Kind’ Approach to Adolescent
Mental Health (Continued)

This sort of data has emboldened Boston to make students’ mental health a priority. Superintendent Tommy Chang
created the Office of Social Emotional Learning and Wellness (SELWELL - http://www.bostonpublicschools.org/| Monthly
Domain/2141), he said, because “many young people can’t succeed in the classroom if they are battling trauma, WebinarS!

depression and anxiety.”

While Massachusetts is on the cutting
edge of new suicide prevention

techniques in the schools, Forefront’s | % p % First WedneSday of
Forefront in Schools (FIS) program JESESSSE (“’ﬂ ™ i) §a ' J Every Month at 10
(http://www.intheforefront.org/ Vi { A ey 4 am (Except

forefront-schools-teams-enter-second-

January, July, and
August).

is similarly dedicated to helpi . e
yean) is similarly dedicated to helping W panaycn of cate tosting subjects like math, seience, and

English have a higher priority in the Imd;l,fet than support services
to help students who are struggling with depression and anxiety.

young students struggling with mental
health issues.

The first year of this program was
focused on helping schools make
specific crisis plans, and setting up suicide prevention trainings for teachers, parents, and students.

Next Webinar

The second year was geared towards more enhanced training which resulted in more proactive behavioral health and

suicide prevention in FIS partner schools. Wednesday,
March 1, 2017

The biggest lesson that the community can learn from Massachusetts’ newest suicide prevention strategies: When it
comes to suicide prevention, there is always something more that we as individuals and a community can be doing to

help. And we need to be doing it together.

School District Picks Up the Pieces in Wake of Data Breach

Bradenton Herald, February 10, 2017

http://www.bradenton.com/news/local/education/article131998659.html

BRADENTON, FL - When a representative from the Internal Revenue Service arrived at the Manatee County School
Board offices last week to pick up information on a cyber attack in January, Chief Information Officer Patrick Fletcher
gave him a double take.

On Feb. 3, district administrators learned that two payroll employees had fallen for an email phishing scam. A hacker
posing as Superintendent Diana Greene sent an email to one of the employees, requesting all W-2 forms for district]
employees. The Manatee payroll employee complied, and with the help of another employee, sent the hacker a PDF file

containing all 7,700 W-2s for any employee who worked in the district in 2016.
Each webinar has a

Because of the freshness of the attack, Fletcher wasn’t taking any chances. Rather than hand over the sensitive BReayyteMRez1o) (CINe ALty les:]
information to the man claiming to be from the government, Fletcher drove the file down to the IRS office himself. ¥ the end. Questions

“Now we are going to be like Fort Knox,” said Deputy Superintendent Ron Ciranna. !
are always welcome!

That vigilance may seem like too little, too late to the 7,700 district employees whose information was leaked through
what many have characterized as an obvious scam. But school district officials say they are doing everything they can to
help employees regroup after the attack. The district notified employees as soon as administrators learned of the attack EESREICEIETERUIBUIIERE
and purchased identity protection and credit monitoring for all employees, and Ciranna said the district will be increasing [EERCUICUIREEHEE SNV,
more information please

email  schoolsafety@isp.
Costs for the district state.il.us

its cyber-security training.

As one of the only districts in the area with cyber-security insurance, Manatee may be better positioned financially to
handle the fallout from a data breach than neighboring districts. Manatee purchased a $1 million cyber insurance policy
two years ago. The policy, which has a $25,000 deductible, covers the district in the event of any lawsuits stemming
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School District Picks Up the Pieces in Wake of Data Breach (Continued)

from the attack. Pinellas, Hillsborough and Sarasota all do not have cyber insurance, according to representatives from each district. On Monday,
Superintendent Diana Greene signed an $80,000 contract with AllClearID, an identity protection and credit monitoring firm. The AllClear service
went live on Friday with a toll-free hotline employees can call to get event-specific help. Under the terms of the contract, all employees will be
covered with AllClear Identity Repair for two years and will be able to get direct help regarding this specific incident from the customer support
center for 90 days. Employees will also receive up to $1 million in identity protection per employee.

Bill Kelly, the district’s director of risk management, said the insurance policy might help pay for the $80,000 contract with AllClear ID because
the service was likely to prevent lawsuits, but identity protection is not a specific part of the coverage. Beyond purchasing the AllClear service,
Kelly said, the district did not anticipate additional costs.

Previous audit findings

State auditors have had issues with Manatee’s network security in each of the school district’s last three major audits. In 2011, 2014 and 2017, the
auditor listed findings against the district related to cyber security. In the most recent audit, the auditors listed “district security controls related to
user authentication and data loss prevention” as one of the deficiencies. The report does not go into details about the specific issues because pub-
licizing the specifics would make the district more susceptible to cyber attacks. Ciranna said the specific deficiencies found by the state do not

relate to preventing phishing scams, and Kelly said the district had already addressed the deficiency reported by the auditors.

In the most recent Florida auditor general’s report reviewing statewide trends for school districts, 13 out of 67 school districts, including Mana-
tee, had deficiencies related to data-loss prevention in the 2014-15 school year. Fletcher said audit deficiencies related to cyber security have be-
come more common this year, and that when meeting with chief information officers from other districts, most say they have had a cyber security
-related finding. “I think you’ll find in general that security and data loss is a concern throughout the state,” Fletcher said.

Potential lawsuits?

Edward Sarskas, a Wisconsin-based attorney who counsels corporations on cyber security and data breaches, said while lawsuits over security
breaches are happening more frequently, courts are still figuring out where they stand on who can be held liable in the event of a data breach.
“This area of class-action lawsuits being triggered by compromises of personal information is becoming increasingly common,” Sarskas said.

“We are definitely on an uptick and have been for a couple of years.”

A data breach at the University of Central Florida that released 63,000 student and employee Social Security numbers led to two lawsuits.
Sarskas said Manatee had taken the right steps by providing identity protection for its employees, and he said owning cyber insurance showed the
school system was being vigilant against the risks involved with data loss.

Courts tend to hold institutions to a higher standard when it comes to protecting customer data than it does for protecting employee data. Sarskas
pointed to a case where the University of Pittsburgh Medical Center was sued after a data breach leaked 62,000 employees’ information. A court
ultimately dismissed the case, ruling that the school did not need to go to extraordinary measures to prevent a third party from stealing infor-
mation. “Courts will look at employer’s conduct and say, ‘Was it reasonable given the circumstances?’” Sarskas said. “But the courts are grap-

999

pling with what is ‘reasonable.

Sarskas said a school district should be able to show it provided adequate training for employees handling sensitive information. “If there was
absolutely no training to the people handling sensitive information, I would say there is an argument to be made that the school district did not
make reasonable efforts,” Sarskas said. “On the other hand, if the district could show that everyone who had access to sensitive information had
gone through a one-day training or half-day training seminar on phishing attacks and how to recognize fake emails, it would be harder to find that
the school district failed to train its employees properly.”

Ciranna said he was confident Manatee had been providing adequate training to its employees, but the district would ramp up its cyber-security
training in the wake of the breach. Employee cyber-security training in the Manatee school system is mostly conducted through monthly email
reminders that alert employees to common scams and remind them to be careful about what they send in emails, Ciranna said. Employees who
handle sensitive information receive more specific training from their direct supervisors. “Are we doing a good enough job? Evidently not,” Ci-
ranna said. “We need to step that up a little bit more as far as having many more face-to-face-type training, small room, classroom in-service

training types, and going around and doing it in that manner throughout the district.”

Lila Rajabion, visiting assistant professor of information technology at the University of South Florida Sarasota-Manatee, said more thorough
training can prevent these types of attacks. “This lady at payroll, she was not aware of phishing attacks. They have to train them,” said Rajabion.
“Phishing is very easy, someone can trick you very easily. ... Basic cyber-security training can prevent these things from happening.” Fletcher
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School District Picks Up the Pieces in Wake of Data Breach (Continued)

said the district is planning to begin sending “white hat” phishing emails. These are emails pretending to be scam emails,
which district IT staff will send to staff to see who takes the bait. The district can then provide specific additional training
to whomever replies.

Joe Binswanger, the director of information technology for Sarasota County schools, said Sarasota is tracking what is
happening in Manatee, and he plans to use the incident as an opportunity to reinforce the need for cyber security. “We’ll
use this as an opportunity to have a discussion and debrief with our employees,” Binswanger said. “(Manatee) is living my
worst nightmare.”

New Mexico Tech: Understanding and Planning for School Bomb Incidents (Free
Training)

http://www.emrtc.nmt.edu/training/upsbi.php#awareness

e Department of Homeland Security certified and sponsored - no cost to participants. Designed for First Responders and

school personnel who may respond to school-based incidents.
e  Four-hour online course consisting of five modules - participants may start and stop the course at their convenience.

e Course methodology includes study text, multimedia participant activities, and end-of-module assessments. Multiple

resources on threat assessment, school security, and critical response actions.

e Participants who successfully complete four assessments may immediately print a certificate of completion.

Successful applicants earn 0.4 Continuing Education Credits (CEUs).

e To enter the Respond! Web Campus, select the following link: http://campus.emrtc.nmt.edu/campus/

Specialized Training Packages—Special Topics in Emergency Management for
Schools or Districts

http://rems.ed.gov/TrainingPackage.aspx

New Resource: Specialized Training Package on Family Reunification Planning

This 60-minute training module defines the Family Reunification Annex and provides an overview of its recommended
contents. It also includes concrete steps for integrating the development of a Family Reunification Annex into the
recommended six-step planning process for developing a high-quality school emergency operations plan (EOP). The
training module concludes with a prompt for audience members to apply the principles they have learned from this
training to their own schools and districts. The entire package includes instructions, a PowerPoint presentation, resource
list, and tabletop exercise and is available on our website along with a number of other topics on our Specialized Training
Package page under the Resources tab of our Technical Assistance drop-down menu.

School Bus Training Resources

First Observer PlusTM , School Bus Video Training, Guidance on identifying possible, suspicious activity effective
responses (e.g., reporting): https://www.tsa.gov/for- industry/firstobserver/training#quickset-first_observer_training_3

Creating a Safe and respectful Environment on Our Nation’s Schools Buses, produced by the National Center on Safe and
Supportive Learning Environments. It is a toolkit comprised of the Trainer’s Guide, Overview, and Outline (PDF);
PowerPoint (PPT); and Handouts (PDF). These are accessible at https://safesupportivelearning.ed.gov/creating-safe-and-

respectful-environment-our- nations-school-buses-training-toolkit. And, they can be integrated with the School Climate
Improvement Resource Package which is accessible at https://safesupportivelearning.ed.gov/scirp/about
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